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Abstract - In this paper we propose a practical lattice based
reduction by sampling to avoid any dependence on Schnorr's
Geometric Series Assumption. It is a generalization of
Schnorr's RSR algorithm. It is also well defined for bases
where this algorithm is not applicable. It demonstrates that
the sampling reduction can significantly reduce the length of
the base vectors. We also propose a practical sampling
reduction algorithm for lattice bases based on work by
Schnorr. We report the empirical behavior of these
algorithms.

Index Terms - Sampling algorithm, Best Bound, NTRU
Reduction, lattice bases reduction.

1. INTRODUCTION

Lattice bases reduction has been establish as a powerful tool of
cryptanalysis. Several cryptosystems have been proposed over
the last two decades that are based on the hardness of some
lattice problems. The key sizes that need to be selected in order
for the system to be secure depend on the efficiency of the best
algorithm for computing short vectors in lattices. In 2003
Schnorr presented Random Sampling Reduction (RSR) [8]. It
is a new algorithm for computing short vectors in lattices. We
assume the Geometrical Series Assumption (GSA), RSR
asymptotically outperforms Block Korkine Zolotarev (BKZ)
reduction algorithm [7]. However RSR is not a practical
algorithm since the choice of parameter in RSR depends on the
GSA. The motive of this paper is to present sampling
Reduction (SR) as a practical algorithm based on RSR. The
experiments to demonstrate that the shortest vector found by
SR is significantly shorter than the shortest vector found by
BKZ. We also propose two generalization of SR to generate
lattice bases with more short vectors On this paper we describe
successful attack on low dimensional NTRU lattice bases that
require smaller BKZ parameters than previous attacks that used
BKZ only.

2. NOTATIONS AND DEFINITIONS
d
We consider the Euclidean metric on [ . A lattice L is a

d
discrete subgroup of 0 , its dimension is

dim(L):=dim(L ®,0 ).
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The first minimum of L is
A (L):= min{|x|| |0 =xeL}.
For any n-dimensional lattice L, there are ordered bases

Bz[b b]eDdX”,nzl

seens D,
such that
L=L(B):={v | v = Bx, for some x € ”}
basis B, the set of all bases of L(B) is
{BU |Uel™" and detU =1},
We consider

Bell ™,

Let B= %R be the Gram-Schmidt decomposition of B, i.e. the

bA‘ dxn
columns 7/ of %GD

R — - e |:| nxn
('u” ) is unit upper triangular. Let
707> lin{b,...b }*

be the orthogonal projection onto the orthogonal space of the

Given an ordered

integer coefficient lattices only whence

are pairwise perpendicular and

first i-1 base vectors. We denote
Ly(B) = Lm0t Bpiuipr)))
also consider a generating system of L and parameters (5’ 'B )

2< pell

with 1/2 < 8 < 1 and *the BKZ algorithm [7]

computes a (5’ ﬂ) -BKZ reduced basis of L. A (5”8) -BKZ
reduced basis B satisfies

yl.j\svz,v 1<i<j<n,
(Size condition)
SIIb I < 4 (L, (B)).V1i<i<n.

(BKZ condition)
In BKZ reduction we obtain the Gram-Schmidt coefficient

A
matrix R as well as ” bi H for i = 1,...,n. L3 reduction is the
special case of BKZ reduction with
B =2.
In this paper B = [bl, ..., bn] denotes a (J, )-BKZ reduced
ordered lattices bases with Gram-Schmidt decomposition

B=BR, B=[h,....h,], R=(1,,).

All lattice points belong to the n-dimensional lattice L = L(B).
B is updated in the course of the reduction, L stays always the
same.

202



On Lattice Based Cryptographic Sampling: An Algorithmic Approach

3. SAMPLING REDUCTION ALGORITHM

Sampling reduction operates on a generating system G of an n-
dimensional lattice L. Sampling reduction applies (5, f)-BKZ
reduction to G and obtain the BKZ reduced bases B. The
following lemma illustrates to terminate SR.

Lemma. The recursion depth x of SR (G, Vs Upaxs o, ,B)

is bound by

x < (n—l)logy (5—1/4). Proof: SR operates on

(6 P)-BKZ reduced and thus &L reduced bases. Therefore,
o]l < (6-14)""" 4 (L) [4]

BKZ reduction never increases the length of the first vector in
the generating system. Each recursion decreases the length of

the first base vector by a factor at most /) < 1, and b, cannot

be shorter than 4,(L). Hence,
y(5-1/4)" > 1.
el

spends on sampling vector.

Algorithm: Sampling Reduction (SR)Input: Generating
system G of L, reduction factor y, search space parameter u,,,,,
BKZ parameters (6, f).

Output: (B, reason) where B is a
(6, P)-BKZ reduced basis of L and reason indicates why the
algorithm terminates.

Procedure SR (G, Vs Upaxs 5, ,3)
(B, b, R) < Bkz (G, 3, B)
/*B=BR, b = (||13l [ Hz)*/

The input variable U, limits the amount of work SR

if ~ BesTBOUND (B, Uy, 7) > Uy, then

return (B, "success probability too small")
else

for l = 1,..., 2umax do
v — SAMPLE (B, R, 1)
it [ < 7|5 then

return SR ([v, by, .....b,], ¥ tnaw O, P)
end if

end for

return (B, "search space exhausted")
end if

end procedure

4. SAMPLING ALGORITHM
The Sample is to generate lattice points that are likely to be
short. Because of
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2 n 2 %)
=22 B 1P,

it is plausible to expect that a lattice point v is short if all Gram-
Schmidt coefficients v; are small. Sample enumerates lattice
points with all |v;|<1.

To be precise, let 2“! < 1 < 2" Then v= Sample (B, R, ) =

Z; V; l;,- satisfies
_l,lj, for 1<i<n-—u,
22

v, ey (=L1],
{1},

for n—u<i<n, (SC)

for i =n.

Leti € {1, ..., n}. The choice of v;in V = ijbj :Zvjbj

does not affect vyy,...,v, since R is unit upper triangular.
Therefore, Sample computes (x; v;) by iteration based on x, =
v, = 1. Assume the coefficients (X1, Vii1),...., (X V,) are

already fixed. Then Sample determines the unique x' ell

. ’ N A n L
with 7,(x'b + 3 xb;) = Vb, = 2 Vb
v'e (=1/2, 1/2). Sampling chooses (x; v;) = (x/ v/ if | div 2"
is even. Else (x; v;) becomes also unique
(x’£1,v’£ 1) such that

vie (-1,-121U[1/2,1).
Thus, {1,...,2“‘““*} —> L(B) 2l Sample (B, R, [) is an
enumeration of all points in L(B) subject to (SC) with
U = Upg. Inspection of the following algorithm shows the
computation of Sample requires 2n vector updates and
assignments, i.e. O(n°) arithmetic operations.
Algorithm:
Input: Unit upper triangular matrix

R=[r, ..., 1,] € ™", lattice basis
D nxn
With Gram-Schmidt decomposition B = %R, 1<i<2
Output: ueL(B) subject to (SC).
Procedure: Sample (B, R, /)
t
veb ,v=(,...,v,) <1,
fori=n—-1,n-2,..,1do
1

x < [v,—5]

if /mod 2 = 1 then
1

/*——Svi—xﬁl*/

and

B = [b, .., b] €

if v; —x <0 then
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x—x-1 /*%<vi—xSl*/
else

x<x+1 /*—1<vi—xﬁ—%*/
end if
end if

[ <1 div 2

V< v—xb, v v—ur
[*v, «—v, —x*/
end for

return v
end procedure

5. BEST BOUND ALGORITHM

The vectors computed by SAMPLE are likely to be short but
they are of course not necessarily shorter than b,. The
algorithm BESTBOUND yields as estimate how many samples
are required in the search space

Vt = {V], ...,Vz_t}.

If we want to guarantee a success probability

Pr [min {|M|* v € V,} < Alby|F] 21/2.

Let [ eg {1,...,2"} be by SAMPLE

BRDO=Y, vb

are statistically indistinguishable from independent random
variables with uniform distribution on the intervals defined by
(SO) [1].

BESTBOUND is supposed to return a lower bound for (the
log, of) the probability that SAMPLE returns a vector shorter

than \/; |5, ||. The algorithm is based on the following

idea: The sampling of a lattice point v is a random experiment.
We consider some event (S,;) parameterized by
g €[0,1]and 1 < k < n— e < n. The probability of (S,,s) is
strictly increasing in ¢g. Let 0 < g, < 1 be maximal s.t. the

conditional expected length E[|[u|* | (S,4] < #bi|[*. Then the
success probability is
Prl|[vIP<y |15, (F] 2 Prll|vIP< EL v IFI (S, )]
! BestBound
S, DIPI((S, )==Pr((S, )]
computes
max{{log2 (%Pr[(Sq p )])J lk=1,...n—u_, } .Conseque

—BestBond (b,u..,
ntly, if SR samples at least 2 (Bt -7) lattice

points then the probability to find a sufficiently short vector is
at least 5.
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The event (Sqx)- Consider the random
experiment v = Sample (BRI
:Z vb, 1 e, {1,...,2"}.

o € Sym ({l,...,n}) describes the sorting of the firs n - uy,x — 1
elements of b in non- increasing order, i.e.

A 25 2
I bo-(l) 72 2] bo‘(n “u, 1) | and
o(i)=i forizn—u__ (1)
Letg € [0, 1]and 1 <k < 7 — Uy (Syx) denotes the event
1 .
2 k- .
S 29 ’ fori=1,...k=1. (Sqx)

The randomness assumption on v; yields
k(k=1)

(qu)] - HPI|:‘ Vo (i) |—_q i| q !

expected length of v. Assume (Sqy). For any uniform random

.The

1
variable x € (—t, t] the expected value of x* is E[x*] = —¢ :,

The v; are independent random variables uniformly distributed
on intervals defined by (SC) and (S, ) whence

E(b,k,q) = E[l| vIFI (S, )]

. Zn:E[vf (S, OMIB,IF

= lqk i H ba(z) H &K IH ba(z) H
i= i=k 12
||13 [
+ 3t 16,1 .
=n—uy,.

Algorithm: BestBound

Input: b= (|| b] Hz,

maximum number of samples, reduction factor y.

t_ =maxitell | Prfmin{||v|]
<yIBIFlveV 12 1/2}0 {-m}.

procedure ExpLength (/, &, u, q)
Fl=(, s 1) */

W] Z;n Hz), base 2 logarithm .y of

Output:

return

I —r1 4y 1
— T + — A
12 =+ 74 12 &=k

Zlnul

end procedure
procedure LogSuccessProbBound

(I ku, p

n—u-1
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if ExpLength (L, k,u, 1) <y || ];1 ||2 then

return — 1
else if ExpLength (1, k, u, 0) > y|| bAl ||2 then return —o
end if

q, <— RegulaFalsi(ExpLength(/, k, u, q) =y || bl |2, q < [0,

1]) return Lk(ﬁ_l)

procedure BestBound (b, Uy, )
[ 2 [ 2
l(_(”ba(l) || 3""’||b0'(n) || )

/* permutation ¢ */

return max {LogSuccessProbBound
( k vupar, | k=1, ..., n —t4,} end procedure

Numerical Representation

Computation of q,. The expected length E(b, k ¢q) is a
polynomial in q with non-negative coefficients Therefore
£10,115> 0 g Ebk,q)—y|b|f is a strictly
increasing continuous function that has a root if and only if {0)
< 0 < A1). The unique root g, can be efficiently determined
with the textbook Regula Falsi algorithm [10] provided such a
root exists.

If (1) < 0 then the (unconditional) means value E[||v|["] is
already short enough and we have

Pr [|[v][* < vllbif] > %.

On the other hand, if f{0) > 0 then our approach dos not yield a
positive lower bound on Pr [||v|[* < y|[by|[*] for this particular
choice of k.

The optimal bound ¢ BestBound computes the maximum

success probability for all k. The computation of Pr[(.S, p D]
o

log,(q,) - IJ end procedure

is in our experience fast enough that the cost for computing the
probability for all £ =1,..., n — uy. — 1 is negligible.

6. RESULTS

Followed by Linux system with a 2.4 GHz Pentium 4 processor
and 1 GByte RAM. We used a lattice reduction library that is
derived from Shoup's NTL [9]. We tested our algorithm with
bases in Hermite normal form as proposed by Micciancio [10]
for the public keys in his variant of the GGH cryptosystem.
They are derived from base vectors uniformly chosen from a
cube whence the generated lattices do not have any special
structure. The HNF bases were (0.99 B)-BKZ reduced for
various values of B. The resulting bases were input to the
Sampling Reduction.

A large part of this improvement is gained in the first iterations.
With

B =5, the Sampling Reduction took 1928s, of 2which 71s were
spent on the BKZ updates. With =10, the Sampling reduction
ran only for 577s but here 190s were spent in the BKZ updates.
It is noticeable that the very first base vectors are much more
improved than the remaining base vectors. Most of the time,
the effect of the BKZ updates peters to quickly. In particular,
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L2 .
| b || does not change significantly beyond base column 20.

Since E[|| v ||2] does not change that much if only few b:.

become smaller it quickly becomes less likely that a sampled

vector is shorter than b,. This is also reflected in our estimates

of the success probability's logarithm, shown in the diagram in

Fig. 1(a). The estimates decrease quite rapidly with very

recursion.

The value of BestBound actually depends on the choice of u,,x
If one increments un.x then E(b, k, ¢g) grows by

L.z 2
Z || b”—umax—l || which means that ¢, and therefore

PI'[(S q, .k )] become smaller.

7. CONCLUSION AND FUTURE TRENDS

In our work we have demonstrated that the Sampling
Reduction can significantly reduce the length of the base
vectors. We have also proposed two generalizations that further
reduce the overall length of the base vectors and that allow the
Sampling Reduction to proceed even if jumps in the length of
the orthogonalized base vectors disrupt the plain Sampling
Reduction. Observing the algorithms and procedure.

We find that our estimates of the success probability are too
pessimistic. We plan to test whether it is numerically feasible
to calculate the distribution of the length of the sampled vectors
directly by convoluting (via FFT) the distributions of the
coefficients v;. The result needs to be verified by further
experiments in higher
dimensions and approach.The implementa-tion can also be
performed in C*.
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Figure 1(a): Sampling Reduction of HNF Bases
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Figure 1(c): Values of BestBound, || bi ||2 (sorting in non

decreasing order)
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